
DCS-2-02T: Cyber Attacks and Counter Measures    
         Total Marks: 100 

                                                                                 External Marks: 70      

Internal Marks:  30    

Credits: 6                     

Pass Percentage: 

40%        

Course Name: Cyber Attacks and Counter Measures 

Course Code: DCS-2-02T  

Course Outcomes (COs) 

After the completion of this course, the students will be able to: 

CO 1 Understand the importance of a network basics and brief introduction on security 

of network protocols   

CO 2 Demonstrate a solid understanding of foundational cybersecurity concepts, 

principles, and best practices. 

CO 3 Apply risk assessment methodologies to evaluate and prioritize potential 

vulnerabilities within a given system or network. 

CO 4 Design and develop security plans and strategies to ensure the integrity of 

information in compliance with best practices, relevant policies, standards, and 

regulations. 

CO 5 Evaluate the impact of cybersecurity decisions on privacy, compliance, and 

organizational reputation, and adhere to ethical standards in the field. 

Detailed Contents: 

 

Module No. Module Name Module Contents 

Module 1 Introduction to 

Cybersecurity 

and Threat 

Landscape 

 Overview of Cybersecurity: Fundamental 
concepts, objectives, and importance. 

 Cyber Threat Landscape: Types of cyber 

threats, attack vectors, and motivations. 

 Current Trends: Analysis of recent cyber 
threats and emerging trends in the 

cybersecurity landscape. 

Module II Security 

Fundamentals  
 Overview of Security Fundamentals. 

 Security Foundations: Principles, 

protocols, and standards in cybersecurity. 

Module III Risk Assessment  Vulnerability Assessment: Techniques for 
identifying and assessing vulnerabilities. 

 Risk Management: Understanding risk, 

assessing potential impacts, and 

prioritizing security measures. 

Module IV Implementing 

Security 

Measures and 

Incident 

Response 

 Security Controls: Designing and 

implementing security measures, including 

firewalls, antivirus, encryption, and access 

controls. 



 Incident Response Planning: Developing 
and implementing an incident response 

plan. 

 Security Monitoring: Using tools and 

techniques to monitor for potential security 

incidents. 

Module V Ethical Hacking, 

Penetration 

Testing  

 Ethical Hacking: Introduction to ethical 
hacking principles and practices. 

 Penetration Testing: Conducting controlled 
attacks to identify and address 

vulnerabilities.  

Module VI Legal 

Considerations 
 Legal and Ethical Considerations: 

Understanding the legal and ethical aspects 

of cybersecurity, including compliance, 

privacy, and responsible disclosure. 
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